ALLEGED DATA BREACH/LEAK FROM THE USE EASY PORTAL
For Immediate Release
(Kampala, 15th June 2022) – Uganda Securities Exchange (USE/ “The Exchange”) has been
made aware of allegations of a data breach from its servers; specifically allegations of the
leakage of personal data from the USE Easy Portal.
Based on a comprehensive review of the security status of the Exchange’s servers and IT
infrastructure, the Exchange would like to confirm that no unauthorised access of its servers
or other infrastructure has been detected as at the date of this statement.
The Exchange however wishes to disclose that the review established that a third-party
partner’s logging server which receives specific information from the easy portal server was
exposed to external access, thereby compromising the privacy of the data received by that
particular external server. Access to this server has since been appropriately secured.
The Exchange has not had an opportunity to view the details of the alleged leaked data and
therefore cannot confirm at this point in time, the type or amount of data that has been
accessed. We are however working closely with our technology partners and third-party
service providers to conduct a thorough review of the incident in order to establish these
details and shall advise the public of the same or any new relevant information that may be
established from the on-going investigation.
In the meantime, the Exchange wishes to emphasise that additional security protocols in
relation to easy portal account user access have been implemented and assures investors
and the general public of the safety of all holdings and the integrity of market transactions
which have not been affected by this incident.
Users of the easy portal platform are encouraged to take extra care in maintaining the privacy
of their individual account passwords in order to prevent unauthorised access.
For further information regarding this statement, the public is advised to contact the Chief
Executive Officer of Uganda Securities Exchange on email: info@use.or.ug or Tel:+256(0)
312370815
-ENDS-

*About the USE Easy Portal
The USE Easy Portal is an online self-service platform through which investors can open a
Securities Central Depository (SCD) account, view their holdings and print their statements.
For more information about the USE Easy portal visit: https://www.use.or.ug/content/easyportal.

